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As the board of directors focuses its attention on risk 
oversight, there are many questions to consider. One 
topic the board should examine is how the organiza-
tion safeguards against breakdowns in risk manage-
ment and compliance management. 

It goes without saying that organizations exist to cre-
ate enterprise value. That is universally understood 
and accepted. However, when executive management 
ignores warning signs posted by the risk management 
function, fails to address critical compliance require-
ments when considering a new product or service, or 
resists contrarian information suggesting the corpo-
rate strategy is not working, the board must step up. 
Otherwise, the organization may learn tough lessons 
about the importance of protecting enterprise value. 
If management does not involve the board with stra-
tegic issues and important policy matters in a timely 
manner, the result of a breakdown in risk manage-
ment or inattention to compliance imperatives can be 
the loss of enterprise value that took decades to build 
– tragic lessons from the financial crisis and the recent 
spate of high-profile compliance breakdowns.  

An effectively designed and implemented lines-of-
defense framework can provide strong safeguards 
against these breakdowns. 

Key Considerations 
Much more than “segregation of incompatible du-
ties” and “checks and balances,” the lines-of-defense 

model emphasizes a fundamental concept of risk 
management: From the boardroom to the customer-facing 
processes, managing risk, including compliance risk, is 
everyone’s responsibility. A widely accepted view of the 
lines-of-defense model is three lines of defense where 
business unit management and process/risk owners 
comprise the first line, independent risk and compli-
ance functions are the second line, and internal audit 
is the third line. While this point of view has consid-
erable merit, we also see a broader perspective from 
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the vantage point of shareholders and other external 
constituencies (the external stakeholders’ view) – 
five lines of defense that support the execution of 
the organization’s risk management and compliance 
management capabilities (see The Five Lines of Defense 
graphic on the previous page).1 

Tone of the organization – This phrase is intended 
to describe the collective impact of the tone at the 
top, tone in the middle and tone at the bottom on 
risk management, compliance and responsible busi-
ness behavior. While tone at the top is important 
and provides a vital foundation, the reality is that 
although leaders communicate the organization’s vi-
sion, mission, core values and commitment to appro-
priate ethical behavior, what really drives behavior is 
what the organization’s employees see and hear every 
day from the managers to whom they report.

Tone of the organization is the first line of defense 
because of the significant influence it has on the 
organization’s risk culture. Executive management 
initiates the proper tone by driving an “everyone 
is responsible for risk management” perspective 
throughout the organization and positioning each 
of the other lines of defense, as discussed below, to 
function effectively. The board must be vigilant to 
ensure there is nothing constraining the indepen-
dent risk management and compliance functions 
(third line of defense) and internal audit (fourth line 
of defense) from reporting to it when critical risk 
and compliance issues arise. Periodic executive ses-
sions with the appropriate functional leaders and the 
chief audit executive can help in this regard. As for a 
formalized escalation process, even in circumstances 
where the CEO (or preferably, an executive risk com-
mittee or equivalent group) resolves disputes between 
the second and third lines of defense, the board 
should be informed to the extent such disputes are 
about significant matters or close calls. All of these 
actions help set the proper tone of the organization.   

Business unit management and process owners – 
Those responsible for the units and processes that cre-
ate risks must accept the ultimate responsibility to own 
and manage the risks their units and processes create, 
as well as establish the proper tone for managing these 
risks consistent with the tone at the top. As the prin-
cipal owners of risk, these managers set objectives, es-
tablish risk responses, train personnel, and implement 
and reinforce risk response strategies. They implement 
and maintain effective internal control procedures on 
a day-to-day basis and are best positioned to integrate 
risk management capabilities with the activities that 
create the risks. They must accept and cooperate 
with the oversight activities of risk management and 
compliance functions and the assurance activities of in-
ternal audit; it is a bright red warning flag if they don’t.  

Independent risk management and compliance 
functions – Effective risk and compliance manage-
ment requires an independent, authoritative voice to 
ensure that an enterprisewide framework exists for 
managing risk, risk owners are doing their jobs in 
accordance with that framework, risks are measured 
appropriately, risk limits are respected and adhered to, 
and risk reporting and escalation protocols are work-
ing as intended. Depending on the industry, these 
functions may include compliance, environmental, 
financial control, health and safety, inspection, legal 
approval, quality assurance, risk management, security 
and privacy, and supply chain. While these functions 
collaborate with unit managers and process owners to 
develop and monitor controls and other processes that 
mitigate identified risks, they also may conduct inde-
pendent risk evaluations and alert management and 
the board to emerging risk and compliance issues.

To be truly objective and effectively positioned within 
the organization, risk management and compliance 
functions should be insulated from and independent of 
business unit operations, lines of business, and front-
line, customer-facing processes of the business. The 
expectations of the CEO and the board set the tone 
in determining whether these functions constitute 
a robust third line of defense. For example, if these 

1  For more about the five lines of defense, see “Applying the Five 
Lines of Defense in Managing Risk,” The Bulletin, Volume 5, Issue 4, 
Protiviti: www.protiviti.com/en-US/Pages/The-Bulletin.aspx.
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functions lack the necessary veto and/or escalation 
authority to serve as a viable line of defense, they may 
be relegated to serving as mere champions, facilitators 
or reporters.

Internal assurance providers – The fourth line of 
defense provides assurance that the other lines of de-
fense are functioning effectively. Accordingly, it should 
use the lines-of-defense framework as a way of sharp-
ening its value proposition by focusing its assurance 
activities more broadly on risk management. Internal 
audit reviews internal controls and risk management 
procedures; identifies risks, issues and improvement 
opportunities; makes recommendations; and keeps 
the board and executive management informed of the 
status of open matters.

Board risk oversight and executive management – 
The board of directors and executive management play 
separate and distinct roles in providing the final line of 
defense. The ability to act on escalated risk informa-
tion is vitally important. “Blind spots” spawned by such 
dysfunctional behavior as myopic short-term focus on 
“making the numbers,” lack of transparency, an unbal-
anced compensation structure and other tone-at-the-top 
issues can obstruct action at the crucial moment. A lead-
ership failure to act will almost always undermine even 
the strongest risk management capabilities, regardless of 
the various lines of defense in place.

Under the oversight of the board of directors, execu-
tive management must manage the inevitable tension 
between business unit managers and independent risk 
management and compliance functions of the organiza-
tion by ensuring these activities are balanced appropri-
ately, such that neither one is too disproportionately 
strong relative to the other. Executive management must 
align governance processes, risk management capabili-
ties and internal control toward striking the appropriate 
balance to optimize this natural tension between value 
creation and value protection. More important, they 
must act on risk information on a timely basis when it is 
escalated to them and involve the board in a timely man-
ner when necessary. In this regard, executive manage-
ment and the board’s risk oversight comprise the last line 
of defense, when significant issues are escalated upward.

The five-lines-of-defense model provides a power-
ful line of sight to the board’s risk oversight process in 
terms of what to look for and expect. It is an integrated 
approach through which an organization responds to 
risk. It provides direction to executive management and 
the board of directors as to how the organization should 
approach risk management and reminds them that, 
when significant issues are escalated to their attention, 
it is ultimately up to them to strike the appropriate bal-
ance between creating and protecting enterprise value. 
Their action or inaction at the crucial decision-making 
moment could significantly influence the organization’s 
viability going forward.

Questions for Directors
Following are some suggested questions that boards 
of directors may consider, in the context of the nature 
of the entity’s risks inherent in its operations:

 • Is the board satisfied that executive management 
has its finger on the pulse of the tone of the orga-
nization, including how it influences the manner 
in which the organization’s personnel perceive and 
manage risk? How does executive management 
evaluate the organization’s risk culture?

 • Are the line-of-business leaders and process own-
ers designated as the ultimate owners of risk and 
held accountable for results? If so, do they act as 
risk owners?

 • Do the independent risk management and com-
pliance functions have clearly defined roles? Do 
those roles, as defined, constitute effective lines 
of defense? Are these functions positioned within 
the organization to carry out their respective roles 
effectively? Do they have access to the board or to 
a committee of the board?

 • Has internal audit broadened its value proposition 
to encompass risk management? Does it have access 
to the audit committee?

 • Are directors satisfied that executive management 
involves the board with significant risk manage-
ment and compliance issues on a timely basis?
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How Protiviti Can Help
Protiviti assists directors and executive management 
in public and private companies to identify and man-
age the organization’s key risks. We work closely with 
companies to assess the entity-level control environ-
ment, organizational structure and cultural issues that 
can impact the effectiveness of risk management and 
compliance. We provide an experienced, unbiased 
perspective on issues separate from those of company 
insiders and an analytical assessment approach that 
focuses on strengthening the five lines of defense.  
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